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Abstract. Digital leadership in educational management has emerged as
a rapidly growing field in response to technological transformation in
educational environments. However, current understanding of the trends
and implementation challenges of digital leadership remains limited. This
study aims to review recent literature on digital leadership in educational
management, focusing on identifying key trends and major barriers to its
implementation. A narrative literature review was conducted using a
systematic search strategy guided by PRISMA guidelines. Articles were
retrieved through Google Scholar using a combination of keywords and
Boolean operators. The selection process included identification,
screening, eligibility assessment, and inclusion. Inclusion criteria
consisted of full-text, peer-reviewed articles published in English
between 2020 and 2024, explicitly addressing digital leadership in
educational management. A total of 25 relevant articles were analyzed.
The findings reveal that current trends in digital leadership include
accelerated technology adoption, data-driven decision-making,
enhancement of digital literacy, collaborative leadership practices, and
the integration of emerging technologies such as artificial intelligence
(AI). The reviewed studies also highlight key implementation challenges,
including limited infrastructure, resistance to change, increased
workload, and weak policy or contextual support. These findings are
further explored through the conceptual lens of Kotter’s 8-Step Change
Model, the technology acceptance model (TAM), and the ISTE Standards,
which are used reflectively by the authors to provide theoretical context
for understanding the dynamics of digital adoption and sustainable
transformation. In conclusion, digital leadership plays a crucial role in
driving sustainable transformation in educational management. This
review emphasizes the need for leadership approaches that are ethical,
strategic, and contextually responsive to overcome challenges and
promote equitable and innovative changes in education.
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1. Introduction

The rapid advancement of digital technology has brought about fundamental
changes across various sectors of life, including education. Nowadays, education
is undergoing a profound digital transformation that demands swift and strategic
adaptation from all stakeholders, particularly educational leaders (Sinnappan &
Kunjiapu, 2025). Digital leadership has emerged in response to the growing need
for adaptive, innovative, and technology-integrated governance in educational
systems (AlAjmi, 2022; Jameson et al., 2022; Sheninger & Mitra, 2019).

The scope of digital leadership encompasses the application of technology in
managerial and instructional processes, the ability of leaders to craft a digital
vision, foster an innovation-oriented organizational culture, and manage
resources efficiently with the support of digital tools (Avolio et al., 2014). Effective
leadership in the digital era is characterized by the integration of technology with
collaborative, participatory, and learning outcome-oriented values (Northouse,
2016).

Previous study has demonstrated that principals, university rectors, and
education managers play a critical role in facilitating sustainable digital
transformation within educational institutions (Raptis et al., 2024). Effective
leadership in technology use contributes significantly to the successful integration
of digital tools into learning processes and in the post-COVID-19 era, leadership
has taken on an increasingly strategic role, especially in building institutional
resilience through adaptive and inclusive digital policy implementation (Jogezai
et al., 2023; Khawaja & Karimi, 2024).

However, despite its many opportunities, the implementation of digital
leadership also faces numerous challenges, including digital literacy gaps among
educators and administrators, infrastructure limitations, resistance to change, and
a lack of comprehensive policies to support systemic digital
transformation (Balmes, 2022; Topcuoglu et al.,, 2023). In addition, concerns
around cybersecurity, ethical use of technology, and data protection are gaining
increasing attention (OECD, 2021).

To address this gap, this article aims to review recent literature on digital
leadership practices in educational management, with a focus on identifying
global trends and implementation challenges. The guiding research questions for
this study are: (a) What are the prevailing trends in digital leadership in
educational management? and (b) What are the key challenges in implementing
digital leadership in educational management? The contribution of this article lies
in providing a systematic overview of recent literature on digital leadership
within the context of educational management. By mapping the identified trends
and challenges from recent studies, this article is intended to serve as a
preliminary reference for researchers, practitioners, and policymakers seeking to
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understand the dynamics of digital leadership in contemporary educational
environments. To achieve this aim, the study adopts a narrative literature review
approach, employing a systematic search strategy guided by the PRISMA
framework to collect and analyze relevant articles published between 2020 and
2024.

2. Theoretical Framework

The implementation of digital leadership in educational management is
supported by a convergence of several theoretical perspectives. These include
models of leadership, digital competency frameworks, change management
theories, and behavioral models explaining technology adoption. This section
outlines the conceptual foundation of the present study, critically examining each
theoretical approach and integrating them into a cohesive framework for
understanding digital leadership in education.

2.1 Concept of Digital Leadership

Digital leadership is defined as a strategic competence whereby educational
leaders leverage information and communication technology (ICT) to direct
organizational vision, facilitate innovation, and manage change amid digital
disruption. It emphasizes not only technical skills but also the leader's capacity to
cultivate a collaborative, adaptive, and data-informed organizational culture
(Anderson & Dexter, 2005).

"Digital leadership is not about technology; it's about people, organizational
culture, and innovation" (Sheninger & Mitra, 2019). This perspective reinforces
that, while technology is instrumental, the core of digital leadership lies in
mindset transformation, capacity building, and adaptive organizational
design. Recent studies have positioned digital leadership as a contextual
evolution of transformational and instructional leadership, aligning vision with
the opportunities of digital transformation (Aydm et al., 2024; Leithwood et al.,
2020).

2.2 Leadership Models Relevant to Digital Transformation

Various conventional leadership models have been adapted for digital

transformation in educational settings. These models aid leaders in strategizing

technological implementation while reinforcing values of collaboration,

inclusivity, and quality improvement.

1. Transformational Leadership

This model focuses on inspiring and motivating staff to embrace technology-
driven change through vision and innovation-friendly culture (Alzoraiki et al.,
2024).

2. Instructional Leadership

Instructional leadership highlights the role of leaders in ensuring technology
enhances teaching and learning quality, including digital curriculum
development and supervision (Wenner & Campbell, 2017).

3. Distributed Leadership
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Distributed leadership emphasizes collaboration among stakeholders —teachers,
ICT coordinators, students —to create shared responsibility in tech integration
(Galdames-Calderon, 2023).

4. Servant Leadership

Servant leadership prioritizes the needs of members, promoting inclusive support
systems and addressing digital divides in schools (Eva et al., 2019).

Each model contributes uniquely: transformational leadership sets direction,
instructional leadership strengthens teaching, distributed leadership fosters
collaboration, and servant leadership ensures empathy and support. Together,
they form a multidimensional view of leadership required for digital
transformation (Sovannpitou et al., 2024).

2.3 The ISTE Standards for Educational Leadership

The International Society for Technology in Education (ISTE) framework offers a
globally recognized structure for guiding digital leadership. It consists of five core
dimensions (Table 1).

Table 1: Five dimensions of ISTE

ISTE Dimension Description
Visionary Leadership Developing and promoting a vision for tech
integration to enhance learning
Digital Citizenship Fostering ethical, safe, and responsible tech
use
Excellence in Professional Practice Using tech for collaboration and continuous
professional growth
Systemic Improvement Leading data-driven innovation and
continuous improvement
Digital Age Learning Culture Promoting student-centered, collaborative,
and innovative learning

ISTE emphasizes that effective digital leaders must guide institutions through
change while building a positive digital culture (International Society for
Technology in Education [ISTE], 2024; Richardson, 2021). However, its
universalistic nature may limit its direct applicability in contexts with
infrastructure gaps, low digital literacy, or limited access to professional
development.

2.4 Managing Organizational Change: Kotter’s 8-Step Change Model
Successful implementation of digital leadership requires structured change
management. Kotter’s 8-Step Change Model provides a systematic framework for
leading transformation in educational institutions:

Establish a sense of urgency

Form a guiding coalition

Develop a change vision

Communicate the vision

Empower broad-based action

Generate short-term wins

Consolidate gains

NG RPN
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8. Anchor changes in culture

This model helps leaders design phased digital implementation strategies, reduce
resistance, and build collective commitment (Kotter, 2014; Pollack & Pollack,
2015). It is particularly valuable in complex educational environments where
cultural shifts and mindset change are prerequisites for digital adoption.

2.5 Technology Acceptance Model (TAM)

The technology acceptance model (TAM) explains how users accept and adopt

new technologies. It centers on two key constructs:

1.  Perceived Usefulness (PU): the belief that using technology enhances
performance.

2. Perceived Ease of Use (PEOU): the belief that using technology will be free
of effort.

These perceptions influence users’ attitudes and behavioral intentions to use
technology (El-Masri & Tarhini, 2017; Lin & Yu, 2023). In education, TAM has
been widely applied to understand teacher and student acceptance of Learning
Management Systems (LMS), online platforms, and other digital tools (Sumak et
al., 2011). TAM helps school leaders anticipate behavioral barriers to digital
adoption and informs the design of interventions (Okunlola, 2024). However,
TAM has been critiqued for focusing narrowly on individual perception and
lacking attention to cultural, organizational, or infrastructural variables.

2.6 Integrative Conceptual Framing

This paper offers a reflective conceptual framing to understand digital leadership
in educational management. This framing draws from three established
frameworks —ISTE Standards, Kotter’s 8-Step Change Model, and the technology
acceptance model (TAM)and situates them within leadership paradigms such as
transformational, instructional, distributed, and servant leadership.

1. ISTE outlines key competencies and visions that define effective digital
leadership.
2. Kotter provides a roadmap for orchestrating systemic digital change.

3. TAM highlights psychological factors influencing the acceptance of digital
innovations among educational stakeholders.
4. Leadership styles shape how these elements are enacted in practice.

This integrated lens is intended not as a prescriptive model, but as a conceptual
scaffold for understanding how leadership practices, change management, and
technology acceptance interact in the context of digital transformation in
education.

3. Methodology

This study employed a narrative literature review with a systematic search
strategy, guided by PRISMA. All relevant articles were identified using Google
Scholar, chosen for its broad and multidisciplinary coverage of academic
publications. The search strategy involved the use of specific keywords combined
with Boolean operators to ensure comprehensive and relevant results. The
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keywords used were: ("digital leadership" OR "technology leadership") AND
("educational management" OR "school management') AND (trends AND
challenges). The selection process followed PRISMA stages: identification,
screening, eligibility, and inclusion.

Inclusion criteria included: (1) peer-reviewed articles, (2) published between 2020
and 2024, (3) written in English, (4) available in full-text, and (5) directly
addressing digital leadership in the context of educational management. Articles
were excluded if they were abstracts only, editorials, opinion pieces, or outside
the topic scope.

From an initial pool of 1,230 articles, 25 met the criteria. Data were analyzed using
narrative synthesis to identify key trends and challenges across studies. Figure 1
shows the PRISMA flow diagram, and Table 2 summarizes the final articles.

searching (Google scholar)

Articles identified through database
(n=1.230)

4 N

Acrticles excluded, with reasons: '-\

Articles filtered by inclusion criteria:
1. Peer-reviewed articles
2 Published during 2020-2024
3. Articles in English

1. MNon-peer-reviewed source (e,
blogs, editorial, opinion pieces)
2. Artcles not focused on the education
or leadership domain

4. Full-text articles
5. Focus on digital leadership in
educational management (trends

3. Theoretical papers without empirical
sUppOrts
4. Non-English articles

and/ or challenges) 5. [Irrelevant articles

N J =12 J

Articles included in the literature review

(n =25

Figure 1: Flowchart for the literature search

4. Result

A total of 25 articles were selected based on research topic relevance and
alignment with the study focus. Information from each article is presented in a
table that includes the authors' names, research methods, main focus, and their
relation to the research questions (RQs), namely (a) What are the prevailing trends
in digital leadership in educational management? and (b) What are the key
challenges in implementing digital leadership in educational management? This
overview aims to provide a systematic understanding of current research
developments in the field (Table 2).
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No Authors Methods Main Focus RQ
Case study (5
(Admiraal et al., teachers, 47 students, | Connecting compu.ter-based
1 2020) data: tests, assessment data with a
interviews, classroom instruction
observations)
Quantitative survey:
113 principals and Impact of principals’ digital
2 | (AlAjmi, 2022) 404 teachers in leadership on teacher a
Kuwait public technology integration
schools
To analyze education
(Campillo-Ferrer Quasi-experimental students' self-perceived
3 | & Miralles- (pre- and post-test motivation and learning a
Martinez, 2021) survey) using the flipped classroom
model during COVID-19
Experimental design | Visual Learning Analytics
(2-year, treatment vs | (VLA) for video-based
4 | (Chen,2020) control group, N=46 | Teacher Professional a
teachers) Development (TPD)
To compare the effects of
traditional blended learning
. . (BL), low-flipped classroom
5 | (Chen, 2021) 8“;;;1 :)penmemal (low-FC), and high-flipped a
& classroom (high-FC) on ERP
learning outcomes and
satisfaction
Dosioprscarn | Loy e e
6 | (Smith, 2023) (Secondary Data . pel & b
- distance learning (ODL) in
Analysis) . .
African countries
Quantitative To evaluate teachers'
(Ghavifekr & . . perceptions of ICT
7 (questionnaire . . . a,b
Rosdy, 2015) integration in Malaysian
survey)
schools
Quantitative (surve To examine teachers’
(Ghavifekr et al., yr perceptions and challenges in
8 100 teachers, ; ) > b
2016) . implementing ICT tools in
Malaysia) . .
teaching and learning
To explore the role of ethics-
9 (Halim et al., Qualitative literature | based leadership in managing ab
2023a) review information security and data |
privacy
To examine how professional
. . learning communities (PLCs)
(Ikpuri & Peter, Conceptual literature ,
10 . enhance teachers a
2024) review .
professional agency and
development
To examine how early career
11 | (Konig et al., 2020) Quantitative (survey, | teachersin Germany adapted a

regression analysis)

to online teaching during
COVID-19, and the influence
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of teacher competence and
education

Mixed method (pre-
posttest, video

HASDot: automated scoring
and real-time feedback for

12 ) (Leeeetal, 2019) analysis, regression uncertainty-infused scientific a
analysis) argumentation
- To examine how distributed
Quantitative ..
. leadership influences teacher
(structural equation . .
. . : innovativeness, and whether
13 | Lin, 2022) modeling using a
teacher autonomy and
TALIS 2018 data, . . .
_ collaboration mediate this
N=132,376) . .
relationship
To examine how EFL
Quantitative (survey; | teachers’ constructivist and
. path analysis; N = transmissive pedagogical
14 | (Liu etal,, 2017) 202 EFL teachers, beliefs influence their b
China) attitudes and intentions
toward ICT integration
Qualitative thematic | Identifying critical
analysis of 20 components of digital
15 g(\)/lzcg,(): arthy etal, organizations and transformation frameworks a
seven Ministries of (DTFs) for school system
Education leaders
Mixed methods To explore the influence of
(qualitative: semi- learning management
ram et al., structure systems on the
16 Ak 1 d y LMS h a
2022) interviews; management functions of e-
Quantitative: leadership in private schools
questionnaire survey) | in Pakistan
Qualitative case
:Lljc};sllrselgiftirrnvli_ews To explore the enablers and
17 | (Okunlola, 2024) with school leaders barrl(?rs O.f digital leadership b
and teachers from practices in secondary
. . education
multiple high
schools.
Logic modelling
(Philipsen combined with To explore how the design of
Ton dSur ’ thematic analysis of an online professional
18 McKenm’e ot al interviews, development (OPD) program | a
2019) y 7 observations, and supports teacher reflection in
participant the context of digital teaching
assignments
Hermeneutic To examine the lived
phenomenology: data . .
- . emotional and professional
(Philipsen, collected through in- .
) ) experiences of teachers
19 | Tondeur, Pynoo et | depth interviews, . . a
. participating in an online
al., 2019) observational notes, . .
. teaching professional
and written development program
reflections p Prog
. Quantitative study Investigates the relationship
20 (21())1;;)5 ch & Mah, using a survey of 179 | between school leaders’ a

school leaders in

digital mindset, leadership
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Germany. Data were
analyzed using path
analysis and
structural equation
modeling (SEM)

styles (transformational and
digital-instructional), and the
successful integration of Al in
schools

To explore teachers'
perceptions of school

21 | (Raptis et al., 2024) | Quantitative (survey) leadership’s role in digital a
advancement post-COVID-19
Examining how digital
Quantitative - PLS- leadership influences
7 (Rasdiana et al., SEM (survey of 257 teachers’ innovation skills for a
2024) high school teachers | sustainable technology
in Makassar) integration, with PLCs as
mediators
To explore how instructional
Qualitative survey leade.rs use professional
23 | (Trustetal., 2018) | (n=400 instructional learrﬁng networ.ks (PLNE) . b
leaders) 1and low PLNs 1mpac’F their
earning and leadership
practice
To examine the
Discourse analysis- implementation and
based research outcomes of two major
. synthesis (DARS) on | national ICT education
(Zainal & .. . .
24 Zainuddin, 2020) 25 empirical studies policies (Smart School b
’ involving Malaysian | Project and 1BestariNet),
primary and particularly how teachers and
secondary schools students experienced these
initiatives
To evaluate the effectiveness
. . 1 of flipped classroom model
25 | (Zulyetti, 2023) Quasi-experimenta with Kahoot! media on a

(one-shot case study)

students” motivation and
biology learning outcomes

5. Discussion

5.1 Emerging Trends in Digital Leadership in Educational Management
Digital leadership is a leadership style that emphasizes the use of digital
technology to manage organizations, drive innovation, transform work processes
and organizational culture, and enhance the effectiveness of communication and
decision-making (Karakose et al., 2024). It is important to understand current
digital leadership trends so that school leaders can develop appropriate strategies
to ensure that digital transformation is effective and sustainable. The following

table outlines key domains of digital leadership in educational management.
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Table 3: Strategic Practices of Digital Leadership in Educational Management

Digital Leadership
Practice

Focus Area

Example
Technologies/Approaches

Implementation of
Learning Management
Systems (LMS)

Online learning platforms
for managing digital
classrooms

Google Classroom,
Moodle, Microsoft Teams

Hybrid and Flipped
Classroom Learning

Blending face-to-face and
online learning, flipped
instruction

Zoom, Edpuzzle, self-
paced instructional videos

Utilization of Big Data
and Learning Analytics

Performance monitoring
and data-driven decision-
making

Academic dashboards,
digital evaluation systems

Digital Literacy
Development for
Teachers and Students

Enhancing digital skills
among teachers, students,
and staff

ICT training, online
professional learning
communities (PLCs)

Collaborative and
Distributed Leadership

Role sharing and
strengthening digital teams
within schools

Digital leadership teams,
EdTech task forces

Digital-Based School

Digitization of

E-office systems, e-report

Management administrative and staff cards, cloud-based
Transformation performance systems attendance systems
Digital Ethics and Promoting ethical digital Digital citizenship
Cybersecurity literacy and data protection | workshops, Al content

filtering

Integration of Artificial
Intelligence (Al)

Leveraging Al for
personalized learning and
operational efficiency

ChatGPT, adaptive
learning systems,
recommendation engines

5.1.1 Acceleration of Educational Technology Adoption

The COVID-19 pandemic served as a significant catalyst for the rapid and
widespread adoption of digital technologies across global education systems. As
in-person learning became unfeasible, educational institutions were compelled to
transition to online modes of instruction, forcing educational leaders to quickly
adapt to digital technologies. Research has shown that teachers faced significant
challenges during this adaptation process, highlighting the critical need for strong
leadership support in building sustainable digital competence (Konig et al., 2020).

As a result, the role of digital leadership has become increasingly crucial —not
only in ensuring technological readiness but also in managing comprehensive
organizational change. This transformation goes beyond technical adaptation and
requires strategic and cultural shifts, demanding that leaders actively guide a
holistic digital transition (Bozkurt et al., 2020).

One key aspect of this acceleration was the implementation of learning
management systems (LMS) such as Moodle, Google Classroom, and Microsoft
Teams. Previous studies have shown that LMS use significantly supports school
principals' managerial functions within the context of e-leadership in private
schools in Pakistan (Akram et al., 2022). Using a mixed-methods approach, the
study identified three core areas where LMS plays a vital role: managing student
and teacher data (School Roll), handling annual administrative transitions
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(Rollover), and organizing school operations digitally (School Organizing). These
findings reinforce the position of LMS not only as a tool for learning but also as a
strategic instrument in effective digital leadership practices.

Beyond LMS, pedagogical approaches such as hybrid learning (a combination of
online and in-person instruction) and flipped classrooms have gained increasing
attention. The flipped classroom model enables students to engage with
instructional materials independently, often through videos or online modules,
while face-to-face sessions are dedicated to discussions and applied learning
(Ozdamli & Asiksoy, 2016). Several studies have demonstrated the effectiveness
of this model in enhancing student motivation, active engagement, and academic
performance.

For instance, the use of a flipped classroom supported by Kahoot! in senior high
school biology classes was found to significantly improve both student motivation
and learning outcomes (Zulyetti, 2023). Other research indicates that flipped
learning combined with experiential learning approaches results in higher levels
of student satisfaction and academic achievement compared to traditional
methods (Chen, 2021). Prior experience and digital competence were found to
influence learning outcomes, while the flipped classroom promoted learner
autonomy, participation, and the development of digital skills (Campillo-Ferrer
& Miralles-Martinez, 2021).

These trends highlight the need for strategic, adaptive leadership to build
institutional capacity and drive instructional innovation. The ISTE focus on
visionary leadership aligns with how leaders support tech-integrated teaching,
while transformational and instructional styles help motivate teachers and embed
tools into practice. The integration of Kotter’s change model and TAM further
explains how leaders manage systemic change and address user acceptance,
enabling effective digital adoption at both institutional and individual levels.

5.1.2 Data-Driven Decision Making

Digital leadership in 21st-century education is characterized not only by the
integration of instructional technology but also by the strategic use of data in
decision-making processes. A key dimension of contemporary digital leadership
is the utilization of big data and learning analytics to promote accurate and
adaptive evidence-based educational practices (Ifenthaler & Yau, 2020). Through
digital information systems, educational leaders can monitor student and teacher
performance in real time and analyze data such as test scores, attendance, and
class participation to identify individual learning needs and assess the
effectiveness of teaching strategies (Akc¢apinar et al., 2019; Osborne & Lang, 2023).

Several studies affirm the role of digital leadership in directing data-driven
transformation. Previous research has shown that the use of visual learning
analytics (VLA) enhances teachers’ professional reflection and their ability to
make instructional decisions based on data (Chen, 2020). Additionally, other
studies indicate that the use of learning analytics dashboards to provide real-time
feedback can promote active and reflective student engagement (Lee et al., 2019).
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Furthermore, teachers supported by automated evaluation systems are better able
to adjust their instructional strategies to meet the needs of low-performing
students (Admiraal et al., 2020). These findings emphasize that digital leadership
is not only about implementing technology but also about the strategic use of data
to support learning processes and empower educators. The implementation of
learning analytics also requires a cultural shift in how schools operate, where
digital leadership plays a key role in guiding sustainable transformation.

This shift toward data-informed practices aligns with the ISTE dimension of
Systemic Improvement, which emphasizes using data for continuous growth.
Transformational and instructional leaders play a key role by fostering reflective
teaching and evidence-based collaboration. TAM explains how perceptions of
usefulness and ease affect teachers’ adoption of analytics tools, while Kotter’s
model provides a structured approach to embed data use into school culture.
These frameworks together highlight that effective digital leadership must align
strategy, behavior, and culture to ensure meaningful, sustained integration of
data systems.

5.1.3 Empbhasis on Digital Literacy and 21st-Century Competencies

In the digital era, educational leadership has moved beyond merely providing
technological infrastructure to prioritize human capacity development in
navigating digital transformation. One of the key priorities is the strengthening of
digital literacy as a foundation for 21st-century skills. Previous research shows
that effective digital leadership involves the development of a shared vision, the
cultivation of an innovative culture, and the empowerment of educators through
the enhancement of digital competencies (McCarthy et al., 2023). In this context,
leaders are not only expected to implement technology but also to actively guide
teachers and staff in meaningfully mastering digital skills.

Moreover, digital leaders increasingly prioritize continuous professional
development programs for teachers, focusing on building their capacity to
integrate educational technologies. Research indicates that online training
designed with reflective elements —such as reflection tasks, automated feedback,
and coaching—can strengthen teachers’ digital pedagogical awareness and
readiness to teach online (Philipsen, Tondeur, McKenney et al., 2019).

Follow-up studies emphasize that the success of such training strongly depends
on leadership support and organizational structures that encourage behavioral
change and improvements in technological competence (Philipsen, Tondeur,
Pynoo et al., 2019). Professional learning communities (PLCs) and peer-learning
models have also proven effective in supporting the sustainable development of
teacher capacity (Ikpuri & Peter, 2024).

These findings align with the ISTE dimension of Excellence in Professional
Practice, which emphasizes collaboration, continuous growth, and reflective
teaching. Transformational and instructional leadership support this by
motivating staff and integrating digital tools into pedagogy. TAM explains how
perceptions of usefulness and ease influence teachers’ willingness to adopt
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technology, while Kotter’s model offers a roadmap for embedding professional
development into school culture. Together, these frameworks underscore the
need for human-centered leadership that combines strategic planning,
psychological readiness, and capacity building.

5.1.4 Collaborative and Distributed Leadership

In today’s digital education ecosystem, traditional hierarchical and centralized
leadership models are increasingly seen as inadequate to navigate the fast-paced
and complex changes in schools. As an alternative, collaborative and distributed
leadership approaches have been widely adopted across educational institutions.
These approaches emphasize the active participation of various stakeholders —
including principals, IT coordinators, teachers, and administrative staff —in
decision-making processes and the implementation of technological innovation
(Phillips et al., 2023).

Research analyzing teacher data from 33 countries found that distributed
leadership significantly promotes teacher innovativeness, both directly and
through increased autonomy and professional collaboration (Lin, 2022).
Supporting this, other studies have shown that collaborative leadership practices
in the post-COVID-19 era have accelerated digital technology adoption and
improved teachers’ digital competence (Raptis et al., 2024).

These approaches align with transformational and servant leadership by
empowering educators and encouraging shared ownership of change. Within
Kotter’s framework, they represent strong coalitions and empowered action,
while, from the TAM perspective, peer collaboration helps shape positive
perceptions of technology. The ISTE Standards also emphasize the role of
collaborative culture in driving digital innovation and literacy. Together, these
elements highlight that distributed leadership is essential for enabling inclusive
and sustainable digital transformation.

5.1.5 Innovation in Educational Organizational Management

Digital leadership plays a transformative role not only in instructional practices
but also in organizational management within educational institutions,
particularly in enhancing efficiency, transparency, and the quality of educational
services. One notable innovation is the automation of school administrative
systems, such as the adoption of e-office platforms, digital documentation, and
cloud-based data management systems. These digital tools streamline processes
like archiving, correspondence, reporting, and human resource management —
enabling faster, more accurate, and cost-effective operations (Ghavifekr & Rosdy,
2015).

A quantitative study conducted in Kuwait examined how school principals'
digital leadership influenced teachers' technology integration during the COVID-
19 pandemic. Using the five domains of the ISTE Standards for Educational
Leaders, the study involved both principals and public school teachers with the
results indicating that strong digital leadership —particularly in areas such as
strategic vision, professional development, and systemic improvement—had a
positive and significant impact on teachers’ effectiveness in integrating
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technology into instruction (AlAjmi, 2022). Another study found that digital
leadership does not directly enhance teachers’ innovation skills, but significantly
influences the formation of professional learning communities (PLCs), which in
turn play a key role in fostering teachers’ innovative use of technology (Rasdiana
et al., 2024). These findings reinforce that successful organizational innovation
depends not only on technology, but also on leadership that cultivates
collaboration and shared ownership. This reflects Kotter’s emphasis on building
coalitions and enabling broad-based action, and aligns with TAM, where collegial
support improves perceptions of usefulness. The ISTE framework also positions
innovation as a leadership responsibility, requiring systems thinking, capacity
building, and ongoing support.

5.1.6 Focus on Digital Ethics and Cybersecurity

As the integration of digital technologies in education accelerates, attention to
digital ethics and cybersecurity has become a critical component of digital
leadership. Educational leaders are not only accountable for the effective
implementation of technology, but also for safeguarding the digital rights and
data security of all members of the school community, particularly students and
teachers (Karakose et al., 2024; Kumar, 2014). As such, ethics-based leadership
plays a key role in managing information security and safeguarding personal data
within digital organizational environments.

Review studies have summarized that ethical leadership not only fosters
organizational trust but also promotes responsible data management practices
aligned with data protection regulations (Halim et al., 2023b). Ethically oriented
leaders are expected to model sound decision-making, establish clear policies, and
foster a culture of accountability and cybersecurity awareness across all levels of
the organization. Thus, digital ethics and information security practices have
become integral to sustainable and integrity-based digital leadership.

These responsibilities align with the ISTE dimension of Digital Citizenship, which
calls for safe, legal, and ethical use of technology. Kotter's model supports
embedding such values into school culture, while TAM highlights that
perceptions of safety and trust influence users’ willingness to adopt digital
systems. Altogether, these frameworks emphasize that ethical leadership is not
optional but essential to building a responsible and resilient digital education
environment. Such practices align closely with transformational and servant
leadership, which emphasize responsibility, trust-building, and the cultivation of
ethical organizational culture.

5.1.7 Integration of Artificial Intelligence (Al) and Emerging Technologies

In an effort to enhance innovation and efficiency in educational management,
digital leaders are increasingly exploring the integration of Artificial Intelligence
(AI) and other emerging technologies, such as machine learning and adaptive
learning systems. Research indicates that digital leadership — particularly when
characterized by a proactive and empathetic digital mindset— plays a crucial role
in the successful integration of Al within school environments. Transformational
and digital-instructional leadership styles, when combined into an ambidextrous
leadership approach, have been shown to significantly support comprehensive Al
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implementation across all levels of the educational system (Pietsch & Mah, 2024).
Leaders who can foster innovation while ensuring structured implementation are
more effective in managing digital change, as their mindset directly influences
leadership behaviors and readiness for technology adoption.

These findings affirm that digital leadership in the era of emerging technologies
requires not only technical understanding but also strategic vision and ethical
awareness. Technologies such as ChatGPT and adaptive learning platforms offer
great opportunities for personalized learning and managerial efficiency, but also
raise new challenges related to data security and digital literacy (Kasneci et al.,
2023). Within Kotter’s framework, leaders are expected to build urgency, form
coalitions, and empower broad-based action in navigating digital transformation.
From the TAM perspective, users’ perceptions of technology's ease of use and
usefulness are critical to adoption.

Meanwhile, the ISTE Standards for Education Leaders emphasize the leader’s role
in creating safe digital environments, fostering innovation, and supporting
ongoing professional development. Therefore, the integration of Al and emerging
technologies must be led with vision, collaboration, and ethical commitment to
achieve sustainable educational transformation. This requires not only
transformational and instructional leadership, but also servant leadership to
ensure inclusive practices and distributed leadership to mobilize collective
expertise across the organization.

5.2 Challenges in Implementing Digital Leadership in Educational
Management

Despite the numerous opportunities and innovations offered by digital
leadership, its implementation within educational institutions continues,
however, to face a range of complex challenges. These challenges span across
various dimensions, including human resources, infrastructure, organizational
culture, and educational policy frameworks (Table 4). Some of the key obstacles
include:

Table 4: Challenges in Implementing Digital Leadership in Educational Management

Type of Challenge Key Description
Infrastructure & Access Poor internet and outdated devices in rural areas
hinder digital implementation.
Resistance to Change Teachers and staff hesitate due to fear, anxiety, and
lack of training.
Policy & Budget Lack of strategic policies and funding weakens digital
Constraints initiatives.
Cybersecurity & Ethics Rising digital use increases data risks and ethical
concerns.
Increased Workload Added digital duties burden leaders and teachers,
reducing instructional focus.
Lack of Contextual Limited local studies restrict development of relevant
Research digital leadership practices.
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One of the most persistent challenges in the implementation of digital leadership
in education is the lack of adequate infrastructure, particularly in remote and
underserved regions. Many schools face unstable or costly internet access,
insufficient digital devices, and weak internal networks (Ghavifekr et al., 2016;
Sellvaraju, 2024). Outdated or inadequate hardware further hinders the
integration of digital tools into both teaching and administrative processes
(Ghavifekr & Rosdy, 2015). This underscores that successful digital leadership
relies heavily on infrastructure readiness as a foundational enabler of
transformation.

However, infrastructure alone is insufficient. Resistance to change remains a
critical barrier, affecting teachers, administrators, and school leaders alike.
Despite the pedagogical and managerial benefits promised by digital
transformation, skepticism and reluctance are still common. These attitudes are
often driven by fears of losing instructional control, uncertainty about outcomes,
and perceptions of technological complexity (Liu et al., 2017). Additionally,
inadequate technical support and insufficient training contribute to negative
attitudes among educators toward technology adoption (Trust et al., 2018). These
findings highlight the need for empathetic and participatory leadership that
fosters a positive and sustainable culture of change.

Beyond individual-level challenges, institutional and policy-level barriers also
play a decisive role. Effective digital leadership requires more than technical skill
or personal vision —it demands structured policy support and sufficient resource
allocation. In many developing countries, digital initiatives are hindered by the
absence of coherent policy frameworks and long-term budgeting (Alharbi, 2023).
For instance, Malaysia’s ICT programs, such as the Smart School Project and
1BestariNet, failed due to poor infrastructure, minimal training, and top-down
implementation that ignored local needs (Zainal & Zainuddin, 2020). Without
strong policy backing, digital leadership often lacks the systemic support
necessary for sustainable transformation.

As digitalization expands, new challenges emerge in the domains of cybersecurity
and digital ethics. The widespread use of LMS platforms, third-party applications,
and cloud-based services heightens the risks of data breaches and information
misuse. Despite this, many institutions remain unprepared to align technology,
regulatory compliance, and ethical values in a holistic manner (Ribble & Bailey,
2007). Prior review studies emphasize the importance of ethical leadership in
fostering an institutional culture of information security, built not only on rules
but also on awareness and cross-functional collaboration (Halim et al., 2023b).
Without a firm ethical commitment, digital leadership risks failing to establish
trust and long-term safeguards for data protection.

Increased workload has also emerged as a major barrier. School leaders and
teachers are often burdened with dual roles—as managers, professional
developers, and digital change agents—leading to considerable pressure,
especially when technical and human resources are limited (Leithwood et al.,
2020). Previous study found that digital initiatives frequently impose additional

http:/ /ijlter.org/index.php/ijlter



128

tasks, such as data entry and platform management, without adequate support
systems (Okunlola, 2024). This rising administrative burden not only slows the
digitalization process but also shifts leadership focus away from pedagogical
priorities.

Finally, the lack of contextual research and locally grounded practices presents a
strategic limitation. Empirical studies that explore digital leadership processes,
strategies, and challenges across different school types remain scarce, particularly
in community-based and faith-based institutions (Bagarukayo & Kalema, 2015).
Furthermore, many e-learning policies in Africa adopt global models without
tailoring them to the socioeconomic and infrastructural realities of local
communities (Smith, 2023). The absence of context-specific evidence weakens
leaders' capacity to design adaptive and relevant strategies. Without locally
grounded insights, digital leadership risks becoming disconnected from the
environments it seeks to transform.

These challenges illustrate that digital leadership cannot rely solely on
infrastructure or technology access but must be strategically guided by leadership
approaches that are adaptive, participatory, and ethically grounded. Kotter’s
model highlights the importance of building readiness, empowering action, and
institutionalizing change—steps that are often missing in top-down
implementations. TAM explains resistance at the user level, where limited
training and poor support reduce perceived ease and usefulness of digital tools.

The ISTE Standards, particularly in the areas of Systemic Improvement and
Digital Citizenship, reinforce the need for leaders to foster ethical awareness,
capacity building, and collaborative cultures. Addressing these challenges
effectively, therefore, requires transformational vision, instructional alignment,
distributed involvement, and servant leadership to build trust, support, and
sustainable change. These insights further validate the relevance of the integrative
framework proposed in this study for navigating the multi-layered realities of
digital transformation in education.

6. Implication And Recommendation

To successfully implement digital leadership in educational institutions, it is
essential to translate conceptual frameworks and empirical findings into
actionable strategies. The following table outlines key focus areas that reflect
current trends and challenges in digital leadership, along with their practical
implications and strategic recommendations (Table 5). These insights are
intended to guide educational leaders, policymakers, and practitioners in
designing more effective, context-sensitive, and sustainable digital transformation
initiatives across diverse educational environments.
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Table 5: Practical Implications and Strategic Recommendations for Digital Leadership
in Educational Management

No Focus Area Practical Strategic Related

implication Recommendation | References

1 Strengthening Improves digital | Implement (Liu et al,
Teacher pedagogical skills | continuous and | 2024;
Professionalism and instructional | personalized Sterrett &
through Digital | quality. professional Richardson,
Training development 2020)

programs supported
by PLCs.

2 Fostering a Culture | Creates supportive | Promote (Torres et
of Innovation and | environments for | collaborative al., 2024)
Collaboration digital innovation. | platforms and digital

tools to  foster
innovation.

3 Leveraging Data for | Informs evidence- | Offer targeted | (Ming,
Strategic  Decision- | based educational | training in data | 2024)
Making planning and | literacy for teachers

interventions. and school leaders.

4 Optimizing Streamlines school | Invest in  school | (Chenetal,
Technology for | operations and | management 2020;
Managerial administrative systems and Al- | Forrester,
Efficiency workflows. powered analytics. 2019)

5 Developing Aligns digital | Design adaptive | (Torres et
Contextualized strategies with | leadership models | al., 2024)
Digital Leadership local needs and | that integrate local

resources. educational contexts.

6 Strategic Facilitates Build partnerships | (Mikhaylov
Partnerships and | resource sharing | with communities, | et al., 2018)
Multi-Stakeholder and collective | industries, and
Support innovation. NGOs for digital

support.

7 Strengthening  the | Encourages Model digital | (Karakose
Role of Leaders as | adoption and | engagement through | et al., 2024;
Digital Role Models | responsible use of | leadership behavior | Liu et al.,

technology. and communication. | 2024)

8 Leveraging Al and | Enables Develop ethical AI | (Kasneci et
Learning Analytics as | personalized policies and equip | al.,  2023;
Emerging Practices learning and | educators with | Pietsch &

proactive emerging tech skills. | Mah, 2024)
interventions.

These implications and recommendations are derived from the contextualized
integrative framework developed in this study, which combines ISTE Standards,
Kotter’s 8-Step Change Model, and the technology acceptance model (TAM),
interpreted through transformational, instructional, distributed, and servant
leadership styles. This framework helps link strategic planning, user behavior,
and leadership capacity into a unified structure for action. By operationalizing
this approach, the recommendations presented above aim to address digital
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leadership challenges comprehensively balancing innovation, inclusion, ethics,
and contextual relevance.

These recommendations are not meant to be prescriptive but should be adapted
to suit the unique needs, resources, and cultures of different educational settings.
Further research is needed to explore how these strategies perform in varied
contexts, especially in community-based or under-resourced schools.

7. Conclusion

Digital leadership plays a vital role in transforming educational management in the
digital era. This review highlights how leadership practices have evolved in response
torapid technological adoption, data-driven decision-making demands, and the need
to cultivate adaptive, collaborative school cultures. However, various challenges
persist, including limited infrastructure, digital literacy gaps, resistance to change,
and weak policy support. Despite these barriers, opportunities exist through
improved professional development, strategic data use, participatory leadership, and
the adoption of context-sensitive innovations. This review has examined how current
trends shape digital leadership and what key obstacles hinder its implementation.

Drawing from these insights, the article contributes a contextualized integrative
framework that combines ISTE Standards, Kotter’s 8-Step Change Model, and the
technology acceptance model (TAM), interpreted through four complementary
leadership approaches: transformational, instructional, distributed, and servant
leadership. This framework offers a holistic lens for aligning strategic planning,
cultural adaptation, and behavioral readiness in digital transformation efforts. It is
especially relevant for diverse and under-resourced educational settings that require
flexible, inclusive leadershipa strategies.

Future research should focus on refining and testing this framework across different
school contexts to evaluate its impact on leadership effectiveness, innovation, and
learning outcomes. Ultimately, the value of digital leadership lies not in the tools it
employs, but in how leaders ethically and strategically guide sustainable changes to
enhance educational equity, quality, and resilience.
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